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Executive  Summary 

Title:  The  Infernal  Machine:  The  use  of  Improvised  Explosive  Devices  (lEDs)  against  U.S. 
Forces 

Author:  Mi.-.  Jason  A.  Litowitz,  Marine  Corps  University,  Command  and  Staff  College 

Thesis:  The  use  of  lEDs  against  U.S.  military  forces  did  not  begin  during  Operations  Enduring 
(OEF)  and  Iraqi  Freedom  (OIF).  Instead,  both  unconventional  and  conventional  military  forces 
engaged  the  U.S.  military  with  lEDs  in  nearly  every  major  conflict  since  the  U.S.  Civil  War. 
Many  of  the  devices  and  their  associated  tactics,  techniques  and  procedures  (TTPs)  for 
construction,  placement  and  use  encountered  by  the  U.S.  nrilitary  and  its  allies  during  OEF  and 
OEF  are  similar'  to  lEDs  used  throughout  the  last  150  years.  The  popularity  that  lEDs  gained 
during  OEF  and  OIF  has  the  potential  to  become  a  transnational  thr'eat  utilized  against  both  the 
U.S.  military  and  domestic  targets. 

Discussion:  The  recent  use  of  lEDs  agairrst  the  U.S.  and  its  allies  demonstrate  how  effective, 
easy  to  acquire  and  easy  to  assemble  these  devices  are.  None  of  the  previous  conflicts  the  U.S'. 
military  participated  in  experienced  such  enormous  use  of  EEDs  with  damaging  effects  on 
equipment,  troops  and  morale.  As  insurgents  and  terr'orists  throughout  the  world  continue  to  be 
successful  conducting  lED  operations,  the  notoriety  associated  with  lEDs  will  continue  to  grow 
and  encourage  others  to  mimic  these  attacks. 

Conclusion:  lEDs  enable  smaller,  less  equipped  forces  to  level  the  playing  field  against  larger, 
adversarial  forces.  Insurgents  and  terrorists  within  Afghanistan  and  Faq  demonstrated  the 
effectiveness  of  lEDs.  The  military  should  expect  future  conflicts  would  include  the  use  of  lEDs. 
The  U.S.  military  must  continue  to  resear'ch  technologies,  develop  training,  and  create  doctrine 
designed  to  address  the  lED  thr'eats  of  the  future. 
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DISCLAIMER 


THE  OPINIONS  AND  CONCLUSIONS  EXPRESSED  HEREIN  ARE  THOSE  OF  THE 
INDIVIDUAL  STUDENT  AUTHOR  AND  DO  NOT  NECESSARILY  REPRESENT  THE 
VIEWS  OF  EITHER  THE  MARINE  CORPS  COMMAND  AND  STAFF  COLLEGE  OR  ANY 
OTHER  GOVERNMENT  AGENCY,  REFERENCES  TO  THIS  STUDY  SHOULD  INCLUDE 

THE  FOREGOING  STATEMENT. 
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Introduction 


The  dangers  faced  by  the  U.S.  military  and  its  coalition  partners  from  improvised 
explosive  devices  (lEDs)  will  not  go  away  at  the  completion  of  the  wars  in  Afghanistan  and  Iraq. 
In  truth,  the  threat  of  lEDs  will  most  likely  be  greater  in  future  conflicts.  Data  collected  by  the 
National  Counter  Terrorism  Centers  (NCTC)  Worldwide  Incident  Tracking  System  and  the 
University  of  Maryland  Global  Terrorism  Database  (GTD)  shows  lED  use  and  device 
complexity  throughout  the  world  is  mcreasing.  This  threat  is  here  to  stay  and  adversarial  and 
tr’ansnational  terrorist  forces  will  seek  to  utilize  lEDs  against  superior  forces  and  to  conduct  acts 
of  terrorism  against  civilian  populations. 

Lack  of  an  Acceptable  Definition 

No  universal  definition  of  an  lED  existed  prior  to  October  2003,  when  the  U.S.  Army 
established  the  U.S.  Army  lED  Task  Force.  Even  U.S.  coalition  partners  used  different 
definitions  for  an  lED  and  its  components.  This  lack  of  a  commonly  accepted  set  of  terms 
reduced  understandable  reporting  and  intelligence  exchanges.  In  Febrnary  2006,  the  Task  Force 
reorganized  itself  into  the  Joint  BED  Defeat  Organization  (JIEDDO),  and  began  to  look  for  ways 
to  reduce  the  disjointed  reporting  and  develop  a  common  language  for  the  US  military  and  its 
partners. 

JIEDDO  and  the  Defense  Intelligence  Agency  (DIA)  developed  the  Weapons  and 
Technical  Intelligence  (WTl)  lED  Lexicon  in  June  of  2007,  in  close  coordination  with  the  U.S. 
military,  intelligence  community  (IC),  and  local,  state,  and  federal  law  enforcement  agencies  to 
provide  a  commonly  accepted  set  of  definitions.  The  North  Atlantic  Treaty  Organization 
(NATO)  adopted  the  WTI  lED  Lexicon  as  the  accepted  definitions  for  describing  lEDs  and  their 
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associated  components  in  June  2009/  A  common  definition  ensures  the  greatest  degree  of 
continuity  when  exchanging  information  on  lEDs.  According  to  a  JIEDDO  press  release,  “The 
Lexicon  ensures  that  the  United  States  and  all  NATO  nations  are  talking  the  same  language 
when  it  comes  to  lEDs,  clearly  outlining  the  common  terms  for  lEDs  and  other  improvised 
weapons  enables  better  information  fusion,  from  the  tactical  to  stmtegic  level.”  “ 

WTI  lED  Lexicon  lED  Definition 

The  WTI  LED  Lexicon  defines  an  lED  as  a  “device  placed  or  fabricated  in  an  improvised 
manner  incorporating  destimctive,  lethal,  noxious,  pyrotechnic,  or  incendiary  chemicals  and 
designed  to  desfroy,  incapacitate,  harass,  or  distract.  It  may  incorporate  military  stores  (e.g. 
modified  conventional  militai'y  ordnance),  but  is  normally  devised  from  components  (e.g.  remote 
controls,  timers,  power  sources).”  In  the  past,  lEDs  have  gone  by  many  different  names  (see 
Appendix  A.).  During  the  U.S.  Civil  War,  names  associated  with  lEDs  and  what  ultimately 
became  Naval  Mines  and  Landmines,  included  Infernal  Machine  and  Toipedo.  lEDs  run  the 
gamut  from  technologically  advanced  custom  built  electronic  firing  devices  to  cmde  victim 
operated  (VOIED)  devices.  Only  the  available  resources,  training,  and  ingenuity  of  the 
uidividual  bomb-maker  limit  the  design  and  functional  capabilities  of  an  lED. 

Background  on  lEDs 

Prior  to  OEF  and  OIF,  most  service  members  may  only  have  been  familial'  with  lED 
attacks  because  of  lai'ge-scale  events  that  resulted  in  widespread  media  reporting.  Examples  of 
these  attacks  include  the  1983  suicide  vehicle  borne  lED  (SVBIED)  attack  against  the  U.S. 
Marme  Corps  Banacks  in  Beimt;  the  1996  VBIED  attack  against  the  Khobai'  Towers  Military 
Housing  area  in  Saudi  Arabia;  and  the  2000  water  borne  lED  (WBIED)  attacks  against  the 
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U.S.S.  Cole.  In  total,  these  attacks  resulted  in  279  killed  in  action  (KIA)  and  471  wounded  in 
action  (WIA)  U.S.  military  personnel. 

All  of  the  previous  mentioned  attacks  occurred  against  identifiable  military  targets. 
However,  lED  attacks  against  civilian  targets  prior  to  OEF  and  OIF  proved  no  less  deadly.  lED 
attacks  tai'geting  civilians  included  the  1988  Pan  Am  Auiine  bombing  over  Lockerbie,  Scotland; 
the  1993  attack  on  tlie  World  Trade  Center;  the  1995  Oklahoma  City  Bombing;  the  1996 

f 

Centennial  Olympic  Park  Bombing  in  Atlanta,  Georgia;  and  the  1998  U.S.  Embassy  bombings  in 
the  East  African  cities  of  Dar  es  Salaam,  Tanzania  and  Nairobi,  Kenya.  In  total,  these  attacks 
resulted  in  502  killed  and  5,918  wounded  civilians.  Other  lED  attacks  included  bombings 
conducted  by  Ted  Kaczynski  (The  Unabomber),  the  Irish  Republican  Army  (IRA)  and  attacks 
conducted  by  terrorists  m  the  Middle  East. 

None  of  the  previously  mentioned  attacks  represents  the  beginnings  of  the  lED  threats 
faced  by  the  U.S.  military  today.  The  use  of  lEDs  against  U.S.  military  seiwice  members  can  be 
traced  back  as  early  as  the  U.S.  Civil  War.  This  monograph  will  highlight  past  U.S.  military 
operations  in  which  service  members  encountered  lEDs.  It  will  not  examine  every  single  device 
type  encountered  or  document  every  lED  event  since  the  U.S.  Civil  Wai’.  Rather,  the  intent  of 
this  monograph  is  to  educate  the  reader  on  how  this  threat  will  continue  to  impact  future  U.S. 
militai'y  operations,  highlight  the  possibility  that  lEDs  developed  and  used  within  Afghanistan 
and  Iraq  could  appear  domestically  within  the  United  States  of  America  and  identify  potential 
TTPs  for  combatting  this  thi'eat  in  the  future. 

The  use  of  lEDs  as  a  weapon  system  for  producing  casualties  and  as  a  tactic  for  instilling 
fear  and  doubt  did  not  develop  from  OEE  and  OIF.'''  Insurgents,  terrorists,  and  conventional 
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adversaries  utilized  lEDs  to  level  the  playing  field  against  the  U.S.  military  long  before  those 
conflicts.  Analysis  of  historic  uses  of  lEDs  against  the  U.S.  military  is  beneficial  in  determining 
the  threat  of  lEDs  and  its  evolution  on  the  battlefield. 

A  Tool  for  Leveling  the  Playing  Field 

All  types  of  adversaries  utilize  lEDs  as  a  method  for  leveling  the  playing  field  against  a 
superior  conventional  military  force.  lEDs  are  a  popular  weapon  because  they  are  relatively 
cheap  to  produce,  easy  to  make,  have  multiple  mission  roles,  and  are  difficult  to  detect  and 
trace.''  The  abihty  of  these  devices  to  produce  a  large  number  of  casualties  and  generate  massive 
amounts  of  damage  attracts  widespread  media  reporting.  Spectacular  lED  attacks  requiring  a 
relatively  small  investment  can  propel  a  group  onto  the  world  stage.  This  notoriety  may  assist  in 
drawing  other  supporters  or  inciting  similar  types  of  attacks.  The  use  of  lEDs  provides  both  a 
sh'ategic  and  tactical  level  of  influence  noraially  unavailable  to  less  equipped,  manned  and 
trained  adversarial  forces. 

Impacts  of  lED  Attacks 

Strategic  Impacts  of  lED  Attacks 

Analysis  of  lED  events  shows  that  lED  attacks  occur  on  two  distinct  levels,  strategic  and 
tactic^ll.  A  concentrated  use  of  lEDs  over  a  sustained  period  then  becomes  an  lED  campaign.''' 
Strategic  level  lED  attacks  are  those  events  designed  to  receive  widespread  media  reporting 
because  of  large-scale  destnaction  to  the  intended  target  and  high  numbers  of  casualties.  The 
intent  of  a  strategic  level  lED  attack  is  to  influence  and  alter  public  perception  because  of  an 
individual  or  a  series  of  catastrophic  events.  An  example  is  the  2004  Madiid  bombing.  It  killed 
more  than  250  people,  but  its  real  impact  was  that  it  led  to  a  change  in  the  Spanish  government 
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and  accelerated  the  withdrawal  of  Spanish  forces  from  Iiaq/"  Lt.  Gen.  Thomas  Metz,  former 
director  of  JIEDDO  stated,  "That  explosion  occurred  on  a  Thursday  and  affected  the  coui’se  of  a 
government.  An  election  took  place  on  Sunday,  and  a  new  government  was  in  place  on 
Monday.'"*^ 

Tactical  Impacts  of  lED  Attacks 

The  majority  of  lED  incidents  that  occur  against  U.S.  military  serwice  members  are 
tactical  level  lED  attacks.  Tactical  level  lED  attacks  limit  mobility  within  the  battlespace,  and 
harass,  delay,  or  defend  against  the  opposing  forces.  Service  members  subjected  to  the  damaging 
effects  of  lEDs  at  both  the  strategic  and  tactical  level,  not  only  experience  physical  damage  to 
equipment  and  personnel,  but  also  the  psychological  impacts  that  damage  and  reduces  effective 
nrilitary  operations. 

Psychological  Impacts  of  lEDS 

The  use  of  lEDs  as  a  weapon  is  attractive  to  insurgents  and  ten'orists  not  only  for  its 
physical  destructive  power,  but  also  for  its  psychological  effects.  The  fear  and  uncertainty  that 
service  members  experience  after  being  subjected  to  numerous  lED  attacks  causes  them  to 
second-guess  themselves  before  advancing  into  the  battlespace.  The  psychological  effect  that 
lEDs  have  upon  the  individual  service  member  adds  additional  stress  to  those  aheady  strained  by 
combat  operations.’*  This  str*ess  can  manifest  itself  in  emotions  of  fear,  anger,  and 
dehumanization  of  the  enemy.  A  sustained  lED  campaign  can  instill  fear  and  doubt  of  the 
security  environment  among  military  service  members  reducing  overall  combat  effectiveness. 
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Global  lED  Statistics 


Of  all  of  the  tactics  associated  with  insurgents  and  terrorists,  the  use  of  lEDs  represents 
the  second  most  commonly  used  tactic  among  these  groups,  with  armed  assault  being  number 
one/  The  NCTC  2009  Report  on  Terrorism  estimated  that  10,999  acts  of  terrorism  occurred  in 
83  different  countries.  Of  these  acts,  there  were  5,321  Armed  Attacks  /  Assaults  and  4,349  lED 
attacks  that  occuixed  in  2009  (see  Appendix  B).  lED  attacks  provide  adversarial  forces  with  a 
mechanism  to  conduct  high  profile  attacks  against  iconic  tai'gets  (e.g.  U.S.  Embassy  or  U.S.N 
Ship)  that  normally  would  be  out  of  their  reach  due  to  personnel,  training  and  equipment 
constraints. 

According  to  the  GTD,  between  2001  and  2008  there  were  an  estimated  5,378  lED 
related  attacks  throughout  the  world.*"  This  number  does  not  include  lED  attacks  within 
Afghanistan  and  Iraq.  The  majority  of  these  incidents  took  place  between  2005  and  2007, 
roughly  durmg  the  same  period  coalition  forces  within  Eaq  began  to  experience  a  major  increase 
in  the  numbers  of  lEDs  encountered.  The  highly  publicized  success  of  lED  uses  in  Iraq 
influenced  lED  device  design,  tactics  and  use  during  this  period  throughout  the  world  and  is 
likely  to  continue  to  do  so  into  the  future.  According  to  Lt.  Gen.  Thomas  Metz  “We  ai'e  in  an  era 
of  persistent  conflict  and  anyone  who  thinks  an  lED  is  just  a  military  problem  overseas  is  being 
naive.  lEDs  are  the  weapon  of  choice  for  terrorists  for  the  next  two  to  three  decades".*"'  A 
separate  GTD  study  reported  an  estmiated  66,509  terrorist  attacks  with  lEDs  as  the  primary 
attack  method  occunred  in  205  counbles  between  1970  and  2004,  to  include  the  United  States  of 
America  (USA),  highhghting  the  global  nature  of  this  threat  and  its  value  as  both  a  strategic  and 
tactical  weapon. 
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lED  Threats  to  the  United  States  of  America 


According  to  data  provided  by  the  Bureau  of  Alcohol  Tobacco  Firearms  and  Explosives 
(BATFE)  since  1978,  approximately  46,000  lED  and  explosive  bombing  related  events  occurred 
within  the  USA.  An  average  of  1,394  events  occurs  annually  throughout  the  USA.’^''  Almost  all 
of  these  events  are  attributable  to  criminal  activities  and  domestic  acts  of  teiTorism,  such  as  the 
bombing  of  abortion  clinics.  The  lED  types  encountered  by  police  bomb  squads  are  generally 
simple  rudimentarily  designed  lEDs  (e.g.  pipe  bombs). 

If  domestic  tenorists,  criminal  organizations,  or  hansnational  terrorists  began  to  mimic 
lED  types  and  TTPs  found  within  Afghanistan  and  haq,  police  bomb  squads  should  align 
themselves  with  then'  military  counteipaits  in  order  to  develop  CIED  solutions  for  combatting 
this  threat  and  to  learn  from  the  military’s  recent  lED  experiences.  The  use  of  high  tech  radio 
control  mitiated  or  sensor  fired  lEDs  infrequently  occurs  within  the  USA.  Because  of  this,  police 
bomb  squads  are  not  universally  equipped  to  deal  with  advanced  threats.  Due  to  limited  funding 
in  smaller  agencies,  some  bomb  squads  do  not  even  have  CIED  robots. 

On  January  17,  2011,  police  responding  to  a  suspicious  backpack  discovered  a  roadside 
emplaced  RCIED  with  a  directional  fragmentation  chai'ge  along  a  pai'ade  route  in  Spokane, 
Washington.  The  lED  consisted  of  a  main  explosive  charge,  fragmentation  and  a  cai'  alai'm 
receiver  for  triggering  the  lED  (see  Appendix  This  device  is  similar*  to  lEDs  used  in  Ii*aq 
and  Afghanistan  in  the  manner  in  which  it  was  consti*ucted  and  placed.  This  device  shows  that 
the  possibility  of  lED  types  once  used  against  the  military  outside  of  the  USA  can  now  become  a 
domestic  probleni. 
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Use  of  lEDs  in  American  Conflicts 

U.S.  Civil  War 

The  necessity  of  the  U.S.  militai’y  to  develop  CIED  TTPs  existed  as  early  as  the  U.S. 

Civil  Wai’  and  continues  on  to  today  with  the  wai's  in  Afghanistan  and  Iraq.  The  use  of  IBDs  and 
what  ultimately  became  landmines  during  the  U.S.  Civil  War'  is  important  to  examine  when 
putting  today’s  IBD  problem  into  context.  Then  use  during  the  war  represents  the  first  time  the 
U.S.  militaiy  encountered  devices  of  this  nature  and  demonsti'ates  TTPs  from  the  original  uses  of 
IBDs  ai'e  similai'  to  those  encountered  today.  Throughout  the  war,  the  Confederates  looked  for 
ways  to  address  the  imbalance  between  themselves  and  the  Union  Army.^''“  The  use  of  IBDs  was 
an  attempt  to  meet  this  challenge. 

Confederate  lED  Designs 

Many  lED  intelligence  analysts  and  militai'y  weapons  historians  consider  the  IBDs 
designed  and  used  by  the  Confederates  as  technologically  advanced  for  their  time.  One  of  these 
devices  was  a  command  detonated,  electrically  fired  IBD  discovered  by  Captain  W.  A,  Schmitt 
and  a  company,  of  the  Twenty  Seventh  Regiment  of  the  Union  Army,  near  Columbus,  Kentucky 
in  March  of  1862.'^'''^  The  IBDs  consisted  of  a  squat  iron  case  with  handles  resembling  a  cooking 
pot.  The  pot  contauied  four  modified  eight-pound  aitillery  projectiles  filled  with  grape  shot 
fragmentation  (see  Appendix  Union  ti'oops  discovered  over  100  of  these  devices  buried  in 

clusters  ai'ound  the  defensive  works  of  Columbus,  Kentucky  connected  to  a  command  wire 
(CWIED)  and  hand  cranked  electrical  firing  device.’^’^  Confederate  soldiers  could  activate  these 
CWIEDs  from  a  control  room  in  a  neajfry  cave,  once  Union  troops  entered  the  IBDs  killzone. 
Alexander  Simplot,  a  correspondent  from  the  Chicago  Times  present  at  the  discovery  in  1862 
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stated  “The  result  may  he  imagined,  whole  regiments  could  thus  be  blown  up  and  sent  to 
eternity,  without  even  a  chance  of  escape”  if  confederates  detonated  the  lEDs  against 
unknowing  Union  troops.™ 

Confederate  lED  Sabotage  Attacks 

On  August  9, 1864,  Confederate  saboteur  John  WaxwelJ  smuggled  a  mechanical  time- 
delayed  lED  aboard  a  Union  Army  ammunition  supply  barge  at  port  in  City  Point,  Virginia.''^" 
City  Point  served  as  the  location  of  General  Ulysses  S.  Grant’s  headquarters  and  a  Union  supply 
depot.  Conducting  a  conventional  attack  against  a  heavily  defended  Union  base  of  operations 
required  a  large  amount  of  troops  and  equipment,  neither  of  which  the  Confederacy  had  in 
disposable  amounts.  However,  a  lone  saboteur  conducting  an  lED  attack  required  a  minimal 
amount  of  support  and  equipment.  If  successful,  the  attack  would  demonstrate  the  Confederacy’s 
ability  to  conduct  high  profile  attacks  in  the  Union’s  rear  ai'eas.  Maxwell's  time  delay  initiated 
lED  consisted  of  a  wooden  box  mai'ked  "Candles",  filled  with  12  pounds  of  black  powder  and 
the  time  delayed  detonating  mechanism  (see  Appendix  When  the  device  detonated,  it 
killed  58  Union  troops  and  126  civilians  near  the  barge  and  produced  an  estimated  $4  million  in 
damages  to  Union  supplies  (see  Appendix 

Similai'  to  the  City  Point  attack.  Captain  Thomas  E.  Courtena  of  the  Confederate  Army 
created  an  lED  to  attack  Union  steam  powered  ships  and  locomotives.  The  lED,  later  named  the 
“Courtena  Coal  Torpedo,”  was  a  piece  of  hollow  cast  iron,  shaped  like  a  lump  of  coal  filled  with 
black  powder  and  a  Powder  Train  Time  Fuze  (PTTF)  firing  mechanism  (see  Appendix 
The  lED  was  smuggled  into  Union  coal  supplies,  and  then  unknowingly  shoveled  into  a  Union 
steam  ship’s  firebox  or  a  locomotive’s  engine  by  Union  sailors  and  steam  locomotive  engineers. 
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The  cast  iron  casing  of  the  lED  heated  and  ignited  the  black  powder  PTTF  and  main  chai'ge, 
which  destroyed  the  boiler.  Confederate  saboteurs  are  suspected  of  destroying  over  60  Union 
steam  ships  on  the  Mississippi  River  during  the  Civil  Wai‘,  many  of  which  were  destroyed  by 
lEDs  such  as  the  “Coal  Torpedo.”  Thousands  of  lives  were  lost  when  these  steamers 
exploded.’^’^” 

Confederate  lED  Targeting  Practices 

Confederate  lED  saboteurs  demonsti'ated  indiscriminate  targeting  practices  when 
conducting  attacks.  Major  General  George  B.  McClellan  stated,  “The  rebels  have  been  guilty  of 
the  most  murderous  and  barbarous  conduct  in  placing  [lEDs]  within  abandoned  works  near  wells 
and  springs;  near  flagstaffs,  magazines,  telegraph  offices,  in  carpet  bags,  baiTels  of  flour, 
etc.... Accurate  figures  of  how  many  lED  attacks  actually  occurred  thi'oughout  the  Civil 
War  and  the  number  of  casualties  they  produced  is  unknown.  Historian  Mike  Croll  estimates  that 
the  total  number  of  lEDs  and  landmines  used  during  the  Civil  War  was  probably  fewer  than 
20,000.''™“  The  newly  developed  FED  types  constructed  by  the  Confederates  were  the 
forerunners  of  the  lEDs  of  the  future.  All  of  the  lED  types  encountered  during  the  Civil  War 
reemerged  76  years  later  on  the  battlefields  of  Europe  during  World  Wai- 1. 

World  War  I 

World  War  I  saw  the  improvement  of  lED  types  first  encountered  during  the  Civil  War. 
Mechanical  time  delay,  VOIED  and  electrically  initiated  lEDs  were  the  most  commonly 
encountered  EEDs  during  the  war  (see  Appendix  G.).  These  lEDs  primarily  served  as  a  means  of 
slowing  advancing  troops  and  covering  German  withdrawals.  Trench  warfai'e  created  a  physical 
environment  that  easily  lent  itself  to  the  use  of  lEDs.  The  dug  out  ti'enches,  mud  filled  fighting 
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positions,  shell  holes  and  reshictive  terrain  allowed  for  easy  placement  and  camouflaging 
techniques.  When  combined  with  the  use  of  lEDs,  the  ability  of  advancing  allied  troops  to  pursue 
retreating  German  units  gi'eatly  diminished.  The  lEDs  used  were  of  no  strategic  importance, 
however  tactically  they  proved  highly  effective  at  harassing,  delaying  and  instilling  fear  within 
allied  h:oops.^^“ 

Various  lED  types  such  as  VOIED  and  CWIED  were  used  to  protect  sentry  positions  and 
give  advanced  warning  of  approaching  allied  troops,  but  their  main  use  was  to  cover  withdrawals 
after  local  trench  raids  or  to  assist  as  maneuver  obstacles  in  operations In  response  to  U.S.  and 
British  french  raids,  Geraian  soldiers  began  manufacturing  explosive  fiUed  mannequins 
disguised  as  German  soldiers  (see  Appendix  G.).  The  Germans  placed  the  mannequins  in  shell 
holes  and  connected  a  battery  and  firing  device.®”'  When  an  allied  soldier  moved  the 
mannequins  for  inspection,  their  VOIED  mechanism  functioned  and  detonated  the  explosive 
charge. 

The  actual  numbers  of  U.S.  casualties  that  resulted  from  lED  attacks  during  World  War  I 
are  unknown.  Because  of  the  non-standard  natm'e  of  lEDs  and  the  improvised  manner  in  which 
they  ar’e  created,  thefr  reliability  is  not  always  guaranteed.  Given  die  enormous  amount  of  losses 
experienced  on  both  sides,  the  casualties  caused  by  lED  attacks  is  most  likely  minor  when 
compar'ed  to  deaths  from  new  technologies  such  as  poison  gas,  machine  guns,  flamethr'owers, 
tanks  and  the  airplanes. 

World  Warn 

As  the  value  of  lEDs  became  appar-ent  based  on  their  successes  in  the  First  World  War' 
for  covering  retreats  and  harassing  the  allies,  the  Axis  mass-produced  VOIED  and  mechanical 


11 


time  delay  initiated  lEDs.  The  Axis  placed  lEDs  on  likely  routes,  inside  of  vehicles,  buildings, 
equipment,  and  innocuous  objects  to  delay  and  harass  allied  forces  (see  Appendix  H.).  lEDs 
inflicted  a  small  proportion  of  casualties  during  the  Second  World  War.  Within  the  U.S.  military, 
lEDs  were  the  cause  of  the  lowest  number  of  casualties  of  any  specific  weapon  used  on  the 
battlefield.*^^"  lED  use  accounted  for  0.2%  of  those  killed  and  0.5%  of  those  wounded.***"’  lED 
use  against  the  U.S.  military  and  its  allies  occurred  in  both  the  European  and  Pacific  theaters 
primarily  as  a  defensive  weapon  system  used  to  limit  maneuver  space  on  the  battlefield.***’’' 

The  use  of  lEDs  has  so  far  been  relatively  minor,  however,  this  wUl  change  by  the  time 
the  U.S.  military  becomes  involved  in  the  Vietnam  War*.  None  of  the  previous  U.S.  military 
experiences  with  lEDs  will  compai'e  to  the  level  of  the  lED  threat  they  will  experience  at  the 
hands  of  adversarial  forces  within  Vietnam.  The  ingenuity  of  lED  constixiction  and  the  TTPs  for 
their  use  will  produce  more  lED  casualties  than  the  U.S.  military  experienced  in  any  previous 
conflicts  in  which  LED  attacks  occuiTed. 

Vietnam 

lED  use  was  extensive  during  the  Vietnam  War*.  During  the  course  of  the  Vietnam  War', 
the  U.S.  military  sustained  58,169  KIA  and  304,704  WIA.  Of  the  total  number  of  KIA, 
approximately  6,398  (11%)  resulted  from  lEDs  and  mines,  and  51,799  (17%)  were  WIA.***’' 
What  the  Vretcong  (VC)  and  the  North  Vietnamese  Army  (NVA)  lacked  in  the  way  of  firepower, 
they  made  up  for  in  ingenuity  with  homemade  weapons,  guerilla  tactics  and  lEDs.  The  VC  and 
the  NVA  used  lEDs  in  all  phases  of  their  operations  from  combat  to  sabotage  primarily  at  the 
tactical  level.  The  primary  purpose  of  the  VC  and  the  NVA  for  using  lEDs  was  to  harass  U.S, 
forces  and  generate  casualties,  fear  and  over  cautiousness.***'"  'The  use  of  modified  ordnance 
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items,  primai'y  and  secondary  lEDs,  and  the  specific  targeting  of  CEED  personnel  were  all  viable 
TTPs  associated  with  lED  use  in  Viet  Nam.  The  VC  and  the  NVA  used  lEDs  to  disrupt  the 
mobility  of  US  forces  and  they  forced  resources  to  be  used  for  static  guard  duties  and  other 
clearance  operations. 

Unlike  previous  U.S.  military  experiences  where  lED  use  centered  on  limiting 
maneuverability  within  the  battlespace  as  a  defensive  measure,  the  VC  and  the  NVA  used  lEDs 
primarily  as  a  tool  for  conducting  offensive  actions  at  the  tactical  level.  lEDs  were  a  key 
component  in  pre-aiaanged  killing  zones  and  often  an  integral  part  of  conducting  ambus hes.^^’^''*" 
The  VC  and  NVA  became  very  adaptive  at  lED  uses  based  on  identifiable  U.S.  militaiy  patterns 
and  TTPs.  The  use  of  lEDs  such  as  CWIED  and  VOIEDs  dominated  the  VC  and  NVA  lED 
arsenal  (see  Appendix  I.)  The  VC  and  the  NVA  validated  the  lED  as  an  offensive  weapon. 

Post-September  11,  2001  (Iraq  and  Afghanistan) 

Iraq:  “The  Challenge  Project” 

The  fonner  Iraqi  Intelligence  Services  (IIS)  Special  Operations  and  Antiterrorism 
branches  led  the  initial  lED  campaign  against  the  U.S.  military  and  coalition  forces  in  Iraq  from 
2003  until  2005.  The  “Challenge  Project”  was  a  plan  developed  by  the  IIS  to  engage  the 
coalition  through  a  state  sponsored  insurgency  campaign  plan  focused  heavily  on  the  use  of 
IEDs.^™’‘  Tills  allowed  a  few  thousand  insurgents  and  foreign  fighters,  with  professionally 
trained  state  sponsored  professional  leadership  taken  fi'om  small  numbers  of  the  nS  and  seasoned 
militaiy  officers,  specifically  trained  in  the  use  and  construction  of  lEDs  to  effectively  target,  and 
engage  the  coalition. 
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As  the  insurgency  continued  to  grow  beyond  grass  roots  movements  to  foreign  fighters 
crossing  the  border  of  Ii'aq  to  conduct  attacks,  the  number  of  lEDs  and  the  complexity  of  the 
devices  grew  exponentially.  The  lED  threat  grew  beyond  the  initial  intent  of  the  “Challenge 
Project”  and  turned  mto  sectarian  violence  between  both  Sunni  and  Shia  with  coalition  troops 
being  targeted  with  lEDs  by  both  sides.  The  use  of  lEDs  within  L'aq  became  the  largest  producer 
of  casualties  for  the  U.S.  and  its  coalition  partners. 

lED  Casualty  Data  for  Iraq 

From  2005  -  2010,  an  estimated  1770  (40%)  of  U.S.  troops  were  killed  because  of  an 
lED  attack  with  approximately  14,055  (44%)  of  U.S.  troops  wounded  within  Iraq.’^''  The  civilian 
population  of  kaq  also  suffered  greatly  because  of  lED  attacks.  Because  of  collateral  damage  or 
by  direct  targeting  due  to  sectarian  violence,  thousands  of  Ii'aqis  died  because  of  lED  attacks. 
Iraqi  civilian  casualties  during  2005-2010  are  difficult  to  put  an  accurate  number  on,  however 
newly  released  data  from  the  Pentagon  estimates  that  insurgents  in  kaq  killed  more  than  21,000 
civilians  and  wounded  another  68,000  people  with  lEDs. According  to  a  study  conducted  by 
the  Center  for  Strategic  and  International  Studies,  approximately  86, 127  lED  related  incidents 
occurred  in  Iraq  between  June  2003  and  May  2010  (see  Appendix  J). 

Afghanistan 

Afghanistan  developed  its  lED  problem  at  a  slower  rate  than  Iraq.  U.S.  forces 
encountered  lEDs  within  Afghanistan  from  the  very  beginning  of  OFF,  but  their  use  and 
numbers  did  not  dramatically  increase  until  after  the  increase  in  U.S.  troop  levels  and  combat 
operations  in  2007  (see  Appendix  K).  The  higher  troop  levels  led  to  increased  numbers  of 
combat  operations  against  the  Taliban.  The  Taliban  in  turn  responded  with  gi'eater  numbers  of 
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JED  attacks  throughout  Afghanistan.  Since  2001  the  Taliban  have  continued  to  get  better  at 
conducting  LED  attacks  because  of  increased  familiarity  of  lED  device  construction,  continued 
lED  training  and  sharing  of  lED  information  between  themselves  and  foreign  fighters.  In  2010, 
lEDs  wounded  3,366  U.S.  military  seiwice  members,  nearly  60%  of  the  total  lED  wounded  since 
the  war  began  in  2001.’''""  In  nine  years  of  war,  617  American  troops  were  Idlled  by  lEDs  with 
the  majority  of  those  deaths  occuixing  in  the  past  two  year's.  The  268  ti'oops  Idlled  by  lEDs  in 
20 10  account  for  more  than  40%  of  all  deaths  caused  by  lEDs  during  the  war  .^*''' 

Not  the  Same  as  Before 

No  prior  wars  or  conflicts  throughout  the  world  ever  witnessed  such  oveixyhelming  use  of 
lEDs.  The  British  experiences  in  Northern  Ireland  and  the  Israeli  experience  in  the  Middle  East 
are  the  closest  examples  to  what  the  U.S.  and  its  coalition  partners  experienced  within 
Afghanistan  and  Iraq.  During  the  conflict  between  the  IRA  and  the  British  Government,  the  use 
of  lEDs  wreaked  havoc  on  the  British  military  and  civilian  populations.  From  the  late  1970s  until 
1992  the  IRA  bombing  campaign  committed  over  10,000  lED  attacks  thr'oughout  Northern 
Eeland  and  mainland  Great  Britain.’'*''  It  was  the  first  national  insurrectionist  group  to  conduct  a 
sustained  lED  campaign,  with  more  than  50%  of  all  British  militar'y  Idlled  during  the  conflict 
with  the  IRA  resulting  from  an  lED  attack.’'*''' 

In  Afghanistan  and  Iraq,  adversarial  forces  use  lEDs  for  their  offensive  capabilities  in 
order  to  achieve  their  strategic  and  tactical  goals  much  in  the  same  way  that  the  IRA  and  Middle 
Eastern  terrorist  battling  Israeli  forces  conducted  lED  attacks,  but  on  a  much  larger  scale.  The 
unprecedented  use  of  RCIEDs,  VBlEDs,  anti-armor  lEDs  (AAIED)  and  suicide  bombers 
severely  affected  the  U.S.  and  its  coalition  partners’  ability  to  control  the  battlespace.  Although 
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these  lED  device  types  and  TTPs  occur  in  other  areas  throughout  the  world,  insurgents  and 
teiTorist  within  Afghanistan  and  Iraq  perfected  their  use.  It  took  IRA  terrorists  over  30  years  to 
conduct  over  10,000  lED  attacks.  Iraqi  insurgents  conducted  over  10,000  lED  attacks  within  the 
fir  st  19  months  of  OIF. 

As  the  use  of  lEDs  within  Ii*aq  and  Afghanistan  escalated  out  of  conti'ol,  the  need  to 
address  this  growing  threat  became  apparent.  JIEDDO  officially  became  the  DoD  entity 
responsible  for  coordinating  all  DoD  wide  efforts  to  reduce  or  eliminate  the  effects  of  all  forms 
of  lEDs  against  U.S.  and  coalition  forces,  including  policy,  resourcing,  materiel,  technology, 
training,  operations,  information,  intelligence,  assessment,  and  research. 

JIEDDO  CIED  Efforts 

As  the  wars  in  Afghanistan  and  Iraq  began,  nobody  within  the  DoD  or  the  IC  foresaw  the 
oncoming  threat  of  lEDs  to  the  level  in  which  it  would  become  by  late  2004-2005.  Regar'dless  of 
historic  data  that  existed  pertaining  to  LED  use  against  the  U.S.  military  in  previous  wars,  the 
DoD  as  a  whole  was  uirprepai'ed  for  the  lED  threat  of  the  modem  asymmetric  battlefield. 
Although  the  use  of  lEDs  against  U.S.  tr'oops  is  nothing  new,  very  few  CIED  initiatives  existed 
in  the  early  stages  of  the  war's  capable  of  addressing  this  escalating  threat. 

Prior  to  JIEDDO’ s  establisliment,  individual  services  controlled  their  own  CIED  efforts 
for  staffing,  trairring  and  equipping  their  forces  to  deal  with  lEDs,  and  no  efforts  to  actively 
target  bomb  maker  networks  existed.  Through  the  efforts  of  the  JIEDDO,  material  solirtions  such 
as  the  Mine  Resistant  Ambush  Protected  (MRAP)  vehicle  fleet  and  electronic  countenueasure 
(ECM)  systerus  designed  to  defeat  electrically  initiated  and  RCIEDs  were  rapidly  developed  and 
deployed.  Also,  collaborative  efforts  between  th,e  DoD  and  the  U.S.  IC  to  attack  the  network  of 
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lED  manufactures  has  contributed  lai'gely  to  the  reduced  numbers  of  successful  lED  attacks 
against  the  U.S.  military. 

JIEDDO  CIED  Funding  and  Training 

Standai'dized  CIED  training  and  new  joint  doctrine  has  also  developed  at  a  rapid  pace 
since  2006,  in  an  attempt  to  stay  ahead  of  efforts  to  utilize  lEDs  against  the  U.S.  military. 
JIEDDO  now  provides  a  focal  point  for  all  of  the  DoD  efforts  addi'essing  CIED  initiatives.  It 
now  ensures  coordination  amongst  the  services,  IC,  law  enforcement,  academia  and  indushy  so 
that  U.S‘.  troops  ai'e  aware  of  the  lED  thi'eat  on  the  next  battlefield.  During  the  years  of  2004  to 
2006,  JIEDDO  spent  approximately  $6.1  billion  on  militaiy  CIED  initiatives.  Additionally  from 
2006  thi'ough  2010,  the  organization  has  spent  or  obligated  funding  for  CIED  initiatives  in 
excess  of  $17  billion  dollai's,  with  an  additional  $3.47  billion  budgeted  for  fiscal  year'  201  l(see 
Appendix  L.).  These  CIED  expenses,  in  equivalent  dollars,  are  comparable  to  the  costs  of  the 
Manhattan  Project.  .  , 

Future  lED  Threat 

Current  operations  within  Afghanistan  and  Iraq  demoiistrated  the  effectiveness  of  lEDs 
for  attacking  the  U.S.  military  and  its  coalition  partners.  News  of  successful  lED  attacks  against 
foi-wai'd  deployed  U.S.  militaiy  units  will  spread  thi'oughout  the  world  community  and  encourage 
other  insurgent  and  terrorist  organizations  to  conduct  similar*  attacks.  The  use  of  lEDs  will 
continue  in  future  conflicts  that  the  U.S.  military  participates  in,  and  the  overall  lethality, 
complexity,  and  numbers  of  these  attacks  will  increase. 

Terrorist  or  insurgency  groups  that  obtain  state  sponsorship  have  the  ability  to  increase 
then*  effectiveness  in  preparing  and  conducting  lED  attacks.  State  versus  non-state  actors  can 
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demonsti'ate  noticeable  differences  within  their  capabilities  and  complexity  of  attacks.  Less 
mature  organizations  that  do  not  have  increased  resources  such  as  finances,  trainers,  materials  or 
safe  haven  will  not  be  able  to  conduct  attacks  on  the  same  level  as  state  sponsored  or  more 
mature  organizations. 

When  Iraqi  Shia  insurgents  began  to  use  Explosively  Fomed  Penetrators  (EFP) 
suspected  of  being  supplied  by  the  Iranian  Revolutionary  Guai'd  Coips  (IRGC),  the  number  of 
successful  lED  attacks  resulting  in  a  mobility  kill  of  a  vehicle,  or  death  and  injury  of  a  service 
member  began  to  di'amatically  increase.  The  number  of  casualties  compai'ed  to  the  actual 
number  of  attacks  associated  with  these  lEDs  was  disproportionate.  EFPs  produced  more 
casualties  per  lED  attack  than  any  other  type  of  roadside  emplaced  lED  within  Laq  (see 
Appendix  The  state  sponsorship  provided  by  the  ERGC  to  the  Laqi  Shia  in  both  lED 

consbniction  materials  and  training,  showed  a  definable  difference  in  the  sophistication  and 
overall  lethality  of  their  lEDs  when  compai'ed  to  the  non-state  sponsored  Iraqi  Sunni  insurgents. 

When  states  collapse  such  as  the  foimer  Soviet  Union,  or  Ii'aq,  the  fracturing  of 
governmental  organizations  with  access  to  finances,  weapons,  training,  and  other  resources 
allows  these  resources  to  be  delivered  through  overt  and  covert  means  to  insurgents  and  terrorist 
organizations.  As  insurgent  and  terrorist  groups  obtain  these  assets,  the  potential  for  greater 
attacks  utilizing  lEDs  against  the  U.S.  militaiy  and  other  coalition  forces  exists. 

TTPs  for  Combatting  the  lED  Threat 

One  of  the  most  important  TTPs  to  countering  the  lED  threat  that  needs  improvement  is 
the  ability  to  attack  the  lED  network.  Law  enforcement,  military,  the  IC  and  coalition  partners 
need  to  learn  better  methods  to  attack  the  network  responsible  for  emplacing  the  device  and 
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preventing  the  lED  attack  from  ever  happening.  An  lED  is  the  product  of  a  group  effort  that 
includes  at  the  very  least  a.  financier,  trainer,  bomb  maker,  surveillance  team,  emplacement  team, 
and  finally  the  attacker  that  triggers  the  device.  By  removing  individual  nodes  of  this  network, 
the  ability  to  get  the  lED  to  the  battlefield  is  disrupted.  This  allows  for  the  execution  of  offensive 
actions  rather  than  defensive  measures  to  mitigate  the  lED’s  effects.  Increased  collaboration 
between  militai'y,  law  enforcement,  coalition  partners,  and  the  IC  are  essential  in  order  to 
identify  the  lED  network  within  their  particular'  area  of  responsibility.  Through  collaboration, 
direct  targeting  of  specific  elements  of  the  lED  network  becomes  achievable. 

The  JIEDDO  identifies  the  three  tenets  of  CIED  as  ‘Train  the  Force,  Defeat  the  Device, 
and  Attack  the  Network”.  All  three  tenets  are  important  when  confronting  the  threat  of  lEDs, 
however  attacking  the  network  is  the  only  tenet  that  is  offensive  in  nature.  Attacking  the  lED 
networks  physically  removes  their  ability  to  Conduct  lED  attacks.  Throughout  the  lED  network, 
an  identifiable  series  of  eveirts  takes  place  leading  up  to  an  lED  attack  (e.g.  procurement  of  bomb 
making  materials,  recruitment  of  network  members,  training  of  teams,  and  surveillance  of  the 
tar'get).  The  development  of  TTPs  and  technologies  capable  of  better  identifying  these  signature 
events  should  be  considered  a  top  priority  when  developing  CIED  TTPs.  In  2007,  a  Pentagon 
spokesperson  told  the  Washington, Post,  "If  you  don't  go  after  the  network,  you're  never  going  to 
stop  these  guys;  they'll  just  keep  killing  people”.^ 

Conclusion 

Insurgents  and  terrorists  within  Afghanistan  and  Iraq  have  demonstrated  to  the  world 
community,  just  how  highly  effective  lEDs  can  be.^‘  As  insurgents  and  terrorists  continue  to 
conduct  successful  lED  operations,  theh  notoriety  will  continue  to  grow.  This  will  encourage 
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others  to  mimic  these  types  of  attacks.  The  use  of  lEDs  enables  less  equipped  forces  to  level  the 
pla5dng  field  when  conducting  operations  against  larger,  military  forces.  Sharing  training 
techniques  between  groups,  creating  standardized  manuals,  dispatching  mobile  training  teams, 
establishing  training  camps,  and  utilizing  the  internet  greatly  increases  the  exchtinge  of 
information  between  insurgents  and  teiTorist  groups.  These  efforts  will  continue  to  promote 
effective  and  deadly  lEDs  and  increase  the  chances  for  proliferation  from  one  group  and  theater 
to  another.  Proliferation  of  lEDs  and  TTPs  wiU  hamper  future  U.S.  military  combat  operations 
and  increase  the  threat  of  these  devices  appearing  domestically  within  the  USA. 

While  the  explosives  and  lED  t5q)es  may  have  changed  due  to  advancements  in  technology, 
many  of  the  same  employment  principles,  means  of  concealment  and  initiation  methods,  to 
accomplish  the  same  strategic  and  tactical  level  goals  such  as  delay,  harass,  and  demoralize  an 
enemy  are  the  same  today  as  they  were  150  years  ago.  This  monograph  shows  that  lEDs  are  not 
a  new  phenomenon;  however,  lEDs  are  now  a  weapon  of  choice  for  insurgents  and  teiToiists  on  a 
global  scale.'"  The  use  of  lEDs  continues  to  escalate  globally  in  both  lethality  and  sti'ategic 
impact,  beyond  their  ti'aditional  uses  as  a  tactical  defensive  weapon  system.  The  use  of  media 
platfonns  like  the  internet  and  television  now  enables  lEDs  to  be  used  zis  a  strategic  weapon  of 
influence  capable  of  ereating  gi'eat  politieal.  impact  against  the  established  governments  that  are 
subjected  to  lED  attacks  against  theii-  militaries  and  civUian  population. 
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Appendix  A. 

Names  Associated  with  lEDs 

1.  Infernal  Machine:  The  term  infernal  machine  originated  in  the  16th  century  in  reference 
to  unorthodox  weapons,  usually  of  an  explosive  or  incendiary  nature  (hence  "infernal"). 
In  later  centuries,  the  term  was  applied  to  a  variety  of  similar  weapons. 

2.  Booby  Trap:  Is  an  explosive  or  non-explosive  device  or  other  materiad,  deliberately 
placed  as  an  explosive  or  non-explosive  device  or  other  material,  deliberately  placed  to 
cause  casualties  when  an  apparently  harmless  object  is  disturbed,  a  normally  safe  act  is 
performed,  or  an  assumed  safe  place  is  occupied. 

3.  Torpedo:  During  the  US  Civil  War,  the  term  "torpedo"  was  used  to  refer  to  various 
types  of  bombs  and  booby  traps.  Confederate  General  Gabriel  I.  Rains  deployed  "sub¬ 
terra  shells"  or  "land  torpedoes",  artillery  shells  with  pressure  fuses  buried  in  the  road  by 
retreating  Confederate  forces  to  delay  their  pursuers.  Confederate  secret  agent  John 
Maxwell  used  a  clockwork  mechanism  to  detonate  a  large  "horological  torpedo"  (time 
bomb)  on  August  9, 1864. 


lED  Types 

1.  Anti- Armor  lED  (AAIED):  lED  incidents  intended  to  damage  or  destroy  armored 
vehicles  and  or  kill  or  wound  individuals  inside  armored  vehicles.  lEDs  of  this  type 
include  explosively  formed  penetrators  (EFP),  shaped  charges,  platter  charges,  and  in 
some  cases  directionally  focused  fragmentation  charges  (DFFC). 

2.  Command  Switch:  A  type  of  switch  that  is  activated  by  the  attacker  in  which  the 
attacker  chooses  the  moment  of  initiation. 

3.  Command  Wire  lED  (CWIED)  An  lED  initiated  with  a  wire  and  power  source,  and 
may  include  a  switch. 

4.  Influence  Fired:  A  switch  that  incorporates  a  sensoiy  input  such  as  heat,  movement, 
vibration,  acoustic,  magnetic,  or  light  that  causes  the  "^switch  to  function  and  initiate 
the  device. 

5.  Person  Borne  lED  (PBIED):  lED  worn  by  a  person,  such  as  a  vest,  belt,  backpack, 
etc.  in  which  the  person  houses  the  whole  lED  or  principle  ED  components  and  or 
serves  as  the  delivery  or  concealment  means  for  explosives  with  an  initiating  device. 
Most  commonly  associated  with  suicide  bombers,  but  not  always. 
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6.  Radio  Controlled  lED  (RCIED):  An  lED  initiated  electronically  in  a  wireless 
method  consisting  of  a  ti'ansmitter  (i.e.  personal  mobile  radio  (PMR),  cell  phone, 
cordless  phone,  pager,  etc...). 

7.  Secondary  Device:  An  additional  device  emplaced  in  the  target  ai'ea  to  attack 
individuals  or  vehicles  after  the  initial  and  secondary  events. 

8.  Time  Switch:  A  type  of  switch  that  functions  after  a  set  time.  Used  widely  against 
infrasUucture  targets.  Time  switches  can  be  electronic,  mechanical,  chemical, 
pyrotechnic  (PTTF)  or  coirosive. 

9.  Vehicle  Borne  BED  (VBIED);  lED  delivered  by  any  ground  based  vehicle  and  or 
serves  as  the  concealment  means  for  explosives  with  an  initiating  device. 

10.  Victim  Operated  ffiD  (VOIED)  A  type  of  switch  that  is  activated  by  the  actions  of 
an  unsuspecting  individual,  these  devices  rely  on  the  target  for  the  device  cai'rying  out 
some  form  of  action  that  will  cause  the  device  to  function. 

11.  Water  Borne  lED  (WBIED):  lED  delivered  by  floating,  drifting,  anchored,  or 
propelled  on  or  below  the  water  and  or  serves  as  the  concealment  means  for 
explosives  with  an  initiating  device. 


Source;  Joint  Improvised  Explosive  Device  Defeat  Organization,  Weapons  Technical 
Intelligence  Improvised  Explosive  Device  Lexicon,  (Washington  D.C:  Defense  Intelligence 
Agency,  June  06,) 
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Appendix  B. 


2009  National  Counter  Terrorism  Statistical  Data 


■Am Jed  Attaclk  -®,415 


aBomiJing- 7,056 


1  Ass  ault  - 1,135 


iiKidaanpjng- 1,017 


aUnhnovm  - 1,324 


a  Suicide  -3,177 


a  ArscstfFiFeiJora'bing  - 
981 

Other-  181 


14,971  Total  Dealhs. 

There  is  some  double  couiithg  Viifien  raUltipie  aieihods  are  used. 


Figure  2.  2009  Deaths  by  Method  of  Attacks 


Source:  National  Counterterrorism  Center.  2009  Report  on  Terrorism  (Washington,  DC:  April 
30,2010) 


30 


gjVehidsiBonnb- 

11.120 


II^Fireanin  -6.009 


OBcidosne-  12,964 


g  Gtwiisds  -  2;;Si7 

0:Mcrtair^v^rtifriary  ~ 

2„Bas 

Mi55iile/HDcS:;et  - 

1..Gie 

MPdmilive'  -  813 
ilUnkfssit^f^-iBQS 

a  OthSF  - 1 .5^ 


ara-2Z;Wfi 


^;664  ^dtal  iBjunes- 

Dc^Me  CQfjnthg  oacuHesi  vifei  iriiiiMpleVfeapQns-  were:  used. 


Figure  3. 2009  Injuries  by  Weapons  used  in  Attacks 


Source:  National  Counterterrorism  Center.  2009  Report  on  Terrorism  (Washington,  DC:  April 
30, 2010) 
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Appendix  C. 

Spokane,  Washington 
January  17, 2011  Backpack  lED 


Figure  4.  Backpack  Containing  Explosive  Device 


Figure  5.  Steel  Pipe  in  Main  Charge  Assembly 
Source:  httr)://info.publicintelligence.net/FBI-SpokaneIED.p(lf 


Figure  6.  Lead  Fishing  Weights  Coated  with  Rat  Poison 


Source:  http://info.publicintelligence.net/FBl-SpokanelED.pdf 


Appendix  D. 

Confederate  CWIED  Discovered  Near  Columbus,  Kentucky  in  March  of  1862 


Figure  7.  Steel  Pot  Containing  Four  Modified  8lb  Artillery  Projectiles  and  CWIED  Device 


Figure  8.  Discovery  of  Infernal  Machines  and  Control  Room  at  Fort  Columbus  KY 1862 
Source:  Mike  Croll,  The  History  of  Landmines,  (Great  Britain:  Pen  and  Sword  Books  Ltd) 
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Appendix  E. 

Confederate  Saboteur  John  Waxwells  Mechanical  Time  Delayed  lED 


Figure  9.  Horological  Clockwork  Mechanism  for  John  Maxwells  Time  Delay  lED 


Figure  10.  John  Maxwells  Disguised  Time  Delay  lED 


Source:  httD://www.infernal-machines.com/  sgg/mlm3  l.htm 
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Figure  11.  Destruction  of  City  Point  Wharf,  August  9, 1864 
Source:  Harpers  Weekly:  A  Journal  of  Civilization^  VOL  VIII.,  No.  400,  August  27, 1864  (New  York) 
httD://www.sonofthesouth.net/leefoundation/civil-war/1864/exnlosion-citv-point.htm 
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Appendix  G. 

World  War  I  Examples  oflEDs 


Figure  14.  German  Mannequin  lED  World  War  I 


Figure  15.  Royal  Engineers  Working  on  an  Improvised  Electrically  Initiated  Mine 
Source:  Mike  Croll,  The  History  of  Landmines,  (Great  Britain:  Pen  and  Sword  Books  Ltd) 


Appendix  H. 

World  War  II  German  lED  Placement  Techniques 
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Figure  16.  German  lED  Placement  Techniques  of  WWII 

Source:  Gordon  Rottman,  World  War  II  Axis  Booby  Traps  and  Sabotage  Tactics,  (Oxford: 
Osprey  Publishing,  2009) 
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Appendix  I. 

Example  of  a  VC/NVA  VOTED 


Figure  1 7.  VC  /  NVA  Pressure  Plate  Activated  Electrically  Initiated  VOTED 

Source:  Headquaiters  United  States  Military  Assistance  Command^  Vietnam,  VC-NVA 
Employment  of  Mines  and  Booby  Traps,  MACJ28  (San  Francisco:  Office  of  the  Assistant  Chief 
of  Staff,  Intelligence,  June  1,  1967) 
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Appendix  J 

Iraqi  lED  statistics  June  2003  -  May  2010 
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Figure  18.  Iraqi  lED  Statistics  June  2003  -  October  2005 
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Figure  20.  Iraqi  lED  statistics  April  2008  -  May  2010 
Source:  http://csis.org/files/publication/100722  lED  INCIDENTS  IN  IRAO.pdf 
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Appendix  K. 

Afghanistan  lED  Information 
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Figure  21.  Afghanistan  lED  Statistics  from  FY  2003  -  FY  2009 


Figure  22.Afghanistan  Pressure  Cooker  lED  Container 


Comment:  This  LED  is  very  similar  in  design  and  function  to  the  Confederate  CWIED  initiated 
lED  from  Fort  Columbus  in  1862  shown  in  Appendix  D. 

Figure  21  Source; 

https://www.iieddo.dod.mil/content/docs/20090909  FULL  2009%20Annual%20Report  Unclas 
sified  vl  Ir.pdf 

Figure  22  Source:  http://www.dvidshub.net/image/342997/ied-ti'aining-helps-marines-identifv- 
threats 
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Figure  23.  Afghanistan  VOIED  Pressure  Plate 

Comment:  This  VOIED  Pressure  Plate  is  identical  in  design  and  function  to  the  VC/NVA 
VOIED  Pressure  Plate  shown  in  Appendix  I. 

Figure  23  Source:  httD://www.michaelvon-QnliDe.com/gurkha-ii.htm 
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Appendix  L 

JIEDDO  FY  2006  -  FY  2010  Spending 
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Figure  24.  JIEDDO  FY  2006  -  FY  2010  CIED  Spending 

Source: 

https://www.iieddo.dod.mil/content/docs/20090909  FULL  2009%20Annual%2QRei)ort  Unclas 
sified  vl  h.pdf 
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Appendix  M 

Placement  of  a  Roadside  Explosively  Formed  Penetrator  (EFP) 


Powerful  roadside  bomb 

The  explosively  formed  penetrator  (EFP), 
designed  to  pierce  armor  at  long 
distances,  is  being  used 
by  Iraqf  Insurgents. 


1.  Vehicle  trips  sensor,  detonates  EFP 

2.  Projectile  hits  at  high  speed,  penetrates  armor 


Why  it’s 

so  deadly  c.r.«dcopp., 

Metal  pipe  Explosive  or  steel  disk  Heat,  shock  wave  from  detonation  propel  disk^ 

soften  it  into  rod 


Source:  Air  Force  RcsoaTcli 
Labomlory,  Global  Securily 
Graphic:  Lee  HuHeag,  Judy  Treible 


Example:  1  lb.  (500  g)  rod  traveling  about  1.2  mi.  (2  km)  per  sec. 
can  pierce  more  than  4  in.  (10  cm)  of  hardened  steel  armor 


®2007MCT 


Figure  25.  EFP  Emplaced  for  a  Roadside  Attack 

Source:  http://www.mcclatchvdc.eom/2007/ll/15/21602/iran-stops-.sending-a-deadlv- 
weapon.html 


Figure  26.  Armored  Door  of  an  Up  Armored  HMMWV  Damaged  by  an  EFP 


Source:  http://www.wired.com/dangerroom/tag/muIIah-menace/page/18 


